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SUBJECT:  SYSTEMATIC REVIEW FOR PEGASSTITCATTON

SYNOPSIS:

The program of Systematic Revivw for Declassification mandated by Lxccutive
Order 12005 is a disaster. Tt i not cost cffective; it syphons off valuable,
scarce resources from CIA's proiwary mission: and it poses sccurity risks. It
should be abolished. The General Weountine Ot fice has also recommended its
abolition.

BACKGROUND:

Section 3-4 of Exccutive Order 12005 (E.0. 12065) cffective 1 December 1978
requires the Executive Branch 1o institute programs to review all "permanently
valuable records' when they reach 20 vears of aswe (30 years for foreign govern-
ment information) to determine who borp the records should remain classified, If
they remain classified after <uch review, they rthen must be reviewed again 10
years later, and cvery 10 vears thereafter intil declassified, wiless g longer
period is agreed to by the Firectory Infomation Security Oversight Office (1SC0).
such 1800 exemptions can be difficult to come by,

The above requirement is not vew. 1he idea started during the Lisenhower
administration and in 1972 President “ixon tssucd 1.0, 11652 which contained a
similar declassifiggtion review recuirement with two major differences: the
initial review was to tuke place whken records reached 30 vears of age, and the
time interval for re-roview was Ieft to Department Heads. E.O. 12065, recog-
nizing that agencies were not pearcd TR to swith from the old 30-year period
to the new 20-year requirement overnight, allowed agencies 10 yvears to close
the gap. llence, by 1 Decomber 1988 ial] permanert recovds dated 1 Decenber 1968
and before are to receive an initial revicw.

e s /4 mar gl
CURRENT STATUS: L oare -

Our best estimate indicotes thi we i) have :me‘r,),\'imutcly%cuhic
fect of permunent records that nist be reviewed by 1 Decerber 1988 11 wo arc
to comply with E.O. 12005. We have 40 people performing the review, Because
of the sensitive nature ot our FOCOTHS L we st oase mostly senior analysts with
long years of experience. They wre Liohly trained in their Jobs and utilize
procedures designed to maximize the:r producticn,  In spite of this devotion of
resources, we are able to review on an averace vinly 646 (QEﬁ]‘ierr per year,
Thus, by 1 December 1988, unless we rore than triple our staff, we will accom-
plish less than 38 crcont of our ohicctive.  Al.o, inMeconber 1988, as we
continue to attack thoe remainine <% percent, we will have to begin the
second review ol all material (uuiégrwﬁtitﬁ‘uﬁn on which the decision wis made
to continue classification. Sin oL expericence shows that we continue clas-
sification on over 85 percent of thic records reviewed, we will have to re-review
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most of the material we review by lacenher 1988, At that time, we will be
faced with the first review of records beainning to mature in December 1988,
It is an impossible job.

W

CURRENT PROBLEMS:

CIA's program for systematic rovicw of classified material entails the
following:

1. Dollar Costs: We will speml $20 million by 1983 wider our current
program and still not comply with t.i. 12065 ($80 million if we are to comply).

2. Human Resource Costs:  Forey reople, mo<tly valuable, scarce senior
analysts, spend full time roviewing classified documents under our current
setup; over 135 people would be required if we are to comply with [.0, 12065,
These people could and should be used to collect and produce intelligence.

3. Results of Review: On the average, 15 percent of the material
reviewed is declassif{icd. The declarsificd material that does eventually
reach the public will be of littic interest.

4. Security Risks: Given our workload and time pressures, there is
always the danger of Tuman error resulting in the release of compromising
information. Also, the veleasc of the declassiflied material adds to the total
picture our adversarjes have access to. When added to material released under
FOIA, books, und leaks, this total picture is awesome and frightful.

5. Chilling Effect on Intcllipence Relationships:  Because of past

CongressiaﬁﬁiﬁfﬁV5511Q5116h§jmﬁjKY]Eﬁbﬁﬁbkj-%661§~by former employees, and
leaks, many agents and foreign intelligence contacts who would have cooperated
in the past now perccive that we arc wmable to keep their relationship secret.
With systematic review for declassification added to the list, we guarantee
these folks that if their names haven't come up for review previously, they
will come up when documents containing their names or identitying data become
20 years old.

RECOMMENDATION :

It is recommended that E.0O. 12065 he modificd to climinate Section 3-4
or, alternatively, to exempt CIA frem its provisions.  The General Accounting
Office has concluded after a Ten: thy rinvestipation that this program should
be abolished Government wide. 1+ so, then 1t is submitted that cven nore so
should it be abolished with respect to CIA.
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